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Course Description 
 
The course is an implementations course of Information 
Security Management System (ISMS) that focus on scope 
definition, policy, risk management process and control  
selection for those who responsible for establish ISMS. 
 
Its objective is to provide you with information and practical 
experience to enable you to understand the scope and  
policy for ISMS, how to conduct the IT risk management 
processes and selection controls. 
 
It begins by describe what information and information  
security management framework to implementer. Next it 
introduces how to define the ISMS scope and policy.  
It also explains how to conduct systematic methodology in 
risk management processes, come out a Statement of  
Applicability documents for your ISMS. 

This ISMS courses will help you to: 
 
● Build up the background knowledge of Information 

Security. 
● Understand the requirement and framework of ISMS. 
● Understand the systematic approach of safeguards  

selection. 
● Practical experienced on develop ISMS Scope and  

Policy. 
● Practical experienced on IT risk management  

process. 

Course Content 
 
A combination of tutorials, workshop exercises, including 
the following topics: 
 
● ISO27001:2005 (BS7799-2:2002),  

ISO / IEC 17799:2005. 
● Processes to build an Information Security  

Management System (ISMS). 
● Information assets and importance of  

Information Security. 
● ISMS Scope; 
● ISMS Policy; 
● Risk management process. 

Who should attend? 
 

● Those wishing to implement a formal  
Information Security Management System (ISMS) in 
accordance with ISO 27001:2005 (BS7799-2:2002). 

● Consultants who wish to provide advice on 
ISO27001:2005 (BS7799-2:2002) systems  
certification. 

● IT and Quality Professionals. 

Requirements of knowledge & background 
 

● Experiences of IT security or Information Security 
Management. 

● Experiences of ISO 27001:2005 (BS7799-2:2002). 
● Knowledge of the principles of  Information Security 

Management Systems. 
 

The group exercise may need to use Notebook computer 
to discuss and present your result. 

Speaker’s Background 
 

Mr Philip Ku received his MBA from University of Leicester,  
England and Computer Science at Kuang-Wu College,      
Taiwan. He has 12 years hands-on experience in Information 
Technology. He served as the Senior Director of Digital 
United Inc. (Telecom ISP) and Manager of the Institute of  
Information Industry at Taiwan.  
 
His qualifications include IRCA ISO 27001/ISO 20000 Lead 
Tutor, TUV Nord ISO 27001 Lead Auditor and TUV Nord 
ISO 20000 Lead Auditor. 
 
Some of Mr Philip’s related experience include:- 
● ISO 27001:2005 certification audit 
● Conducting the Gap analysis for ITRI, Taiwan 
● Conducting IT system risk analysis and vulnerability scan 

service to Telecom clients 
● Conducting the service of building a IPS (Intrusion  

Prevention System) 
● Hosting the ISMS Auditor/Lead Auditor Training course 
● Conducting the service of firewall management  

outsource 
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Time Description / Objectives 

08:30 Coffee / Registration / Welcome 

09:00 Presentation 1 : Introduction 

  1. Introduction / Course overview 

  2. Delegate assessment 

09:30 Presentation 2 : An Overview of ISMS 

  1. Information Security 

  2. Background to ISO/IEC 17799:2005 &  
ISO27001:2005 (BS7799-2:2002) 

10:30 Break 

10:45 Presentation 3 : Using ISO27001:2005 as a model for 
ISMS 

  1. Understanding the framework of the ISMS 

  2. Interrelationships between ISO/IEC 17799:2005 
and ISO27001:2005 (BS7799-2:2002) 

 Workshop 1 - Framework of ISMS 

 3. Process of implementing the ISMS 

 4. PDCA 

 5. Risk Control 

13:00 Lunch 

14:00 Presentation 4 : ISMS Scope definition and  
justification 

14:30 Workshop 2 - ISMS Scope 

  1. ISMS scope draft. 

15:20 Break 

 15:50 Workshop 3 - Information Security Management System 
(ISMS) Manual draft  

17:00 End of Day 1 

Time Description / Objectives 
09:00 Recap of Day 1 
09:30 Presentation 5 : ISMS Policy 
  1. Framework and Objectives 
 2. Content 
10:00 Workshop 4 – ISMS Policy 
  1. ISMS task force team up 

 2. ISMS Policy draft 
11:00 Break 
11:15 Group presentation 
12:00 Presentation 6 : Risk Management 
  1. Identify the risk 
  2. Risk management approaches 
  3. Risk assessment processes 
  4. Risk treatment 
  5. SOA 
13:00 Lunch 
14:00 Workshop 5 – Risk Assessment and treatment 
  1. Risk identification 
  2. Risk assessment report 
15:45 Break 
16:00 Presentation 7 : ISMS controls 
  1. Controls in Annex A (normative) 
  2. Control selection 
17:00 End of Day 2 

Time Description / Objectives 

09:00 Recap Day 2 

09:30 Presentation 7 : ISMS controls (continued) 

10:45 Break 

11:00 Workshop 6: Risk Treatment and SOA 

  1. Risk treatment plan draft 

  2. Statement of Applicability draft 

12:30 Workshop 7  :  Control Selection 

13:00 Lunch 

14:00 Workshop 7  :  Control Selection 

15:00 Examination :  ISMS Implementation Examination 

17:00 End of Course 

14:30 Final discussion and course overview 

DAY 1 DAY 2 

DAY 3 

Bring To 
Class: 
 

Participants 
are requested 
to bring their 

own  
notebook /  

laptop to the 
class. 
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Participants who have attended our ISMS Training Courses are from:- 
 

e-Cop Surveillance Sdn Bhd. e-Cop (Thailand) Ltd. EON Bank Bhd. Ericsson (M) Sdn Bhd. Hong Leong Bank.  

ISM Insurance Services Malaysia Berhad. KUB Malaysia Bhd. Kurnia Insurans (M) Berhad. Lembaga Hasil Dalam Negeri. 

Malaysian Assurance Alliance Berhad. Malaysian Electronic Payment System (1997) Sdn Bhd. Securities Commission. 
Shell IT International Sdn Bhd. TNS. Universiti Tunku Abdul Rahman. Carlsberg Brewery Malaysia Bhd. MAMPU 

(Malaysian Administrative Modernisation and Management Planning Unit).  

 

"The class is really fun & productive as it provides a lot 

of interaction case studies among lecturer & students 

rather than just ton of theories that make it a difference.  

I would strongly recommend the training course to those 

who wants to learn to be the ISMS auditor or want to 

understand the mindset of the ISMS auditor during the 

audit process!!!" 

 

 
Henry Ho Kien Wai 

Head, Group IT 
KUB Malaysia Bhd 

“The ISMS Implementation organized by IDC is a good exposure 

and knowledgeable for organization that has intention to perform 

ISMS implementation and certification. From the course, I learnt 

the skills and processes on how to establish ISMS, the controls 

and risks involvement in the ISMS implementation. I strongly 

recommend to organization that has intention to pursue towards 

ISMS certification. Lastly thank you to the instructor (Philip Ku) 

as well as to IDC for the well coordination work and assistance to 

make the workshop a success. 

 
Khor Hong Leng 

Security Management 
Eon Bank Berhad 

"The ISMS Lead Auditor Training course was organized by IDC Training House in an efficient manner. I highly recommend 

organizations to send their employees for the ISMS Lead Auditor Training organized by IDC Training House. The presenta-

tions by the Instructor (Mr. Philip Ku) were clear, and understandable. The training objectives for each topic were identified, 

and followed. The training materials were relevant, and well organized. The week-long training met my expectations. I would 

rate the training overall as excellent. After the training, and the examination, I'm able to strength the value proposition of the 

internal control process, and establishing greater assurance in risk management, and compliance for my organization. Thanks 

Mr. Philip Ku and IDC!!!"  
Vijandran Ramasamy  

Senior Information Security Officer 
ISM Insurance Services Malaysia Berhad 

 
 

"I wish to extend my sincere thanks for the courses organized by IDC Training House. I'm very pleased and impressed with 

the facilities provided by IDC. The engagement of tutors is extremely highly professional qualified with the experience, exper-

tise, skills, deliverables, knowledge transferred, relationship, etc will definitely worth the fees, time, effort spend for attending 

the courses. A good example, I've build my total confidence in gaining the ISO 27001: 2005 Certification Audit within 3 

months after attending the ISO 27001 Lead Auditor course in May 2007. I will highly recommend IDC Training House to 

whom that wishes to gain the extra knowledge and skills to contribute to the organization growth, or personal development." 
Elissa Cher  

CCNA, CISA, CISSP, ISMS Implementer & LA 
Malaysian Assurance Alliance Bhd 


